


Technology Solution
Sacumen developed the AWS DevOps that scans the IaC templates and container images. 
Purpose is to identify the insecure configurations in common Infrastructure-as-Code (IaC) 
templates – for example, AWS Cloud Formation Templates, Terraform templates, Kubernetes App 
Deployment YAML files and identify vulnerabilities in container images

Sacumen developed the AWS Lambda function for IAC Scan which can be downloaded from our 
Devops web console. 
SScan API details such as API URL, API Key are Added as Environment Variables while installing the 
lambda function.

The installed lambda function is added as a Stage in Code Pipeline which makes the REST API call 
to the platform to perform the scan.

Failure criteria is added as configuration for the Stage. If the failure conditions are met then the 
build will fail.

OOnce you’ve executed your pipeline, you can view the execution results. Select the Details to see 
the latest logs to view any security violations that are identified.

Requirement

Client demanded development of a AWS DevOps 
plugin that would scan IaC(Infrastructure as 
code) templates and container images during 
AWS DevOps pipelines
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Sacumen is an award winning pure play security product development services company. We are engaged with 50+ security product 
companies such as Symantec, Palo Alto Networks, Varonis, AlienVault, IBM, CA Technologies, ThreatConnect, SecurityScorecard, ForgeRock, 
Code42, BigID, Flashpoint etc in the areas of Connector Development, Connector Support and Product Engineering.

Learn More : www.sacumen.com/services/connector-development

Customer is a leading CASB solution provider


